This paper theoretically and empirically studies the degree and connectivity of the Internet's scale-free topology at an autonomous system (AS) level. The basic features of scale-free networks influence the normalization constant of degree distribution p(k). It develops a new mathematic model for describing the power-law relationships of Internet topology. From this model we theoretically obtain formulas to calculate the average degree, the ratios of the k min -degree (minimum degree) nodes and the k max -degree (maximum degree) nodes, and the fraction of the degrees (or links) in the hands of the richer (top best-connected) nodes. It finds that the average degree is larger for a smaller power-law exponent λ and a larger minimum or maximum degree. The ratio of the k min -degree nodes is larger for larger λ and smaller k min or k max . The ratio of the k max -degree ones is larger for smaller λ and k max or larger k min . The richer nodes hold most of the total degrees of Internet AS-level topology. In addition, it is revealed that the increase rate of the average degree or the ratio of the k min -degree nodes has power-law decay with the increase of k min .
Introduction
Over the past decade, there have been continuously emerging new theories and applications of complex networks. It has in fact become an important branch of various disciplines research, such as physics, informatics, biology, sociology, and so on [1] [2] . The power-law distribution, hierarchy structure, rich-club phenomenon, disassortativity, self-similarity, community structure and other statistical properties of complex networks continues to have been unveiled [3] - [8] . Some topology models are presented for better depicting these properties, including the small-world and scale-free models, the local-world evolving network models, the module and hierarchical network models [8] - [12] . The relations between network topologies and synchronization behaviors in small-world networks or scale-free networks are investigated. The improved methods of control and synchronization and the models of phase synchronism of complex networks are given [13] - [18] . The spread mechanism and dynamics of the epidemic for adopting corresponding immunization strategy and the occurring mechanism, prevention and control of the cascading failure for improving the safety and reliability of complex networks are discussed [19] [20] . Furthermore, the search and routing strategies are important topics in complex networks, including breadth-first search, random walk, maximum degree and greedy algorithms, and so on [21] - [23] .
The Internet is an open man-made complex giant system and there have some advantages of its topological data compared with other complex networks. For instance, it is relatively easy to measure and obtain. Therefore, the Internet internationally was a typical example of a complex networks to be studied. However, with the rapid development of the large-scale Internet, the relation between network topology and network function has become one of the most important and 3 difficult challenges offered by the Internet. The pioneering work [3] , revealing the power-law distribution of autonomous system (AS)-level and router-level Internet topology, has inspired a great number of studies on topology characteristics, models, generators and roles of the Internet. Most network topology metrics have a determinant role in modeling the procedure of Internet topology.
For example, assortativity coefficient, rich-club connectivity, coreness, average path length, average neighbor connectivity, clustering and betweenness are exactly equal or direct related to topology characteristics (disassortativity, rich-club phenomenon and small-world effect) [5] [6] [24] - [26] .
Many models, such as extended scale-free model (SF), generalized linear preference model (GLP), positive feedback preferential model (PFP), dynamic and preferential model (DP), incremental edge addition and super-linear preferential attachment model (IEASPA) and multi-local world model (MLW) [27] - [32] , can explain the growth of topology and develop some topology generators of the Internet, including Inet and Boston university representative Internet topology generator (BRITE) [33] [34] .
Inter order to better understand the dynamical behaviors of the Internet, to accurately depict the topological structure of the Internet and to availably control the efficient operation of the Internet, there should be further research on the statistical characteristics of Internet topology. As one of the basic metrics of the network, the average degree, <k>, is known as the mean value of the degrees for all nodes in a network. It can be expressed by <k>=2m/n, where m refers as the number of links, and n as the number of nodes. The average degree characterizes the global properties of the network and affects most topology characteristics. The networks with the same average degree can have different topologies. The average degree reflects the average connected performance (average connectivity) of the network and the greater value of the average degree, the more the neighbor nodes there are and the better the average connected performance is. For random networks [35] , if <k> <1, they compose of isolated nodes; if <k> >1, a connected network with a cluster appears; if <k> >ln(n), network fully connects. Otherwise the edges and interference increase the value of the average degree, and search, routing and navigation become more complicated.
The average neighbor connectivity is a ratio to the average degree [26] . The average path length of the scale-free networks with some fixed average degree is bound by a polynomial in log(n). The average degree has an influence on roles of the network. The network is likely to be more robust for larger average degree. Robustness against cascading failures has a positive correlation with the 4 average degree [36] . The threshold of the infection spreading rate of scale-free networks is the value of the average degree divided by the second moment of the connectivity distribution [37] . However, the relations between the average degree and the topological parameters of the network play an important role in grasping mechanisms for the average degree impacting in what way the network structure and the network functions. Recently, based on the threshold preferential attachment model, Santiago and others analysed the impact of the affinity parameters and the topological parameters on the average degree and the highest degree [38] . Newman made an estimated calculation on the average degree of a discrete power-law distribution instead of a continual power-law distribution [39] .
In this paper, based on the theoretical and empirical analysis of the Internet's scale-free topology, the findings are as follows. (1)The topological parameters of the Internet influence the average degree <k>, the ratios of the k min -degree and k max -degree nodes, and the fraction of the degrees (or links) in the hands of the richer nodes. The parameters include the power-law exponent λ, the minimum degree k min and the maximum degree k max . (2)For For autonomous system (AS)-level
Internet topology (λ=2.25±0.01, k min =1), the average degree falls between 4.0 and 5.2, and the ratio of the k min -degree nodes is about 60.8%~68.8%, and then the ratio of the k max -degree nodes (hubs) is low. (3)The value of r kmin and the increase rate of <k> have both a power-law decay with the increase of k min , and the value of r kmax has power-law decay with the increase of k max . (4)The AS-level Internet topology has the '73/27 rule'. Combined with the results in Ref. [39] - [44] , the main different contributions of our works in this paper are as follows. Firstly, we introduce the maximum degree k max of Internet topology, present a new model and the calculation formula of the average degree. Secondly, we reveal three potential power laws of the average degree, the ratios r kmin of the k min -degree nodes, and the ratios r kmax of the k max -degree ones. Thirdly, we find the '73/27 rule' of Internet topology. The aforementioned findings and contributions are used for modeling the scale-free Internet, building the topology generator of large-scale networks. More importantly, they may have potential applications to traffic congestion control, information navigation, resource search and packet routing in various complex networks [45] - [47] .
The rest of the paper is organized as follows. In Section 2 we discuss the mathematic models of complex networks and present a new model suitable for modeling scale-free Internet topology. In Section 3 we obtain the results of the analysis of the joint influence of the power-law exponent λ, 5 the minimum degree k min and the maximum degree k max on the average degree <k>. In Section 4 we obtain the results of the analysis of the joint influence of λ, k min and k max on the ratios r kmin and r kmax of the k min -degree nodes and the k max -degree ones. In Section 5 we obtain the results the analysis of the joint influence of λ, k min and k max on the fraction of the degrees in the hands of the richest of the nodes. In Section 6 we demonstrate the results in the empirical data. Finally, Section 7 contains the summary of results and some concluding remarks.
A mathematic model of Internet's scale-free topology
In this section, we analyse the existing mathematic models of scale-free networks and develop a new model for the Internet's scale-free topology. For scale-free networks, the probability distribution p(x) must satisfy the scale-free [39] , namely,
For any a, b is a constant. , where
is the derivative of p with x=1. Thus the continual power-law distribution is the only function satisfying the scale-free condition.
In real networks, the quantity x refers to the node degree (discrete quantity). The network with the power-law degree distribution is also sometimes called the scale-free network. In other words, we have
where k is the node degree, p(k) is the probability of the k-degree nodes, and λ is the power-law exponent (for the Barabá si Albert-Lá szló (BA) scale-free network, λ≈3; for many real finite scale-free networks [40] , 2≤λ≤3.), and C is a normalization constant. The constant C value, estimated from a continual power law distribution [40] , can approximatively express by
where k min is the minimum degree satisfying the power-law distribution (for Internet [40] , k min =1.).
This estimated approach has applied in many applications, owing to simple expressions for continual power-law distribution, but it gives sometimes poor results and should avoid [39] [41] [42] . It is fortunate the pure and discrete power-law distribution with the minimum degree can express by
, where ξ(λ,k
For real finite Internet, the power-law distribution in the empirical data shows there is a minimum degree k min as well as a maximum degree k max (>k min ) of those nodes satisfying power-law distribution [41] [43] . As a result, for values k min ≤k≤k max , the constant C in equation (2) gives by the normalization requirement that
Therefore, the degree distribution of Internet's scale-free topology can express by
where k min and k max , satisfying the power-law distribution, are not the smallest and largest values of the degree k observed. The p(k) is the probability of the k-degree nodes according with the power-law distribution, excluding those with values below k min and above k max . The degree distribution expressed by equation (3) considers the impact of the maximum degree on it comparing with those in Ref. [39] - [41] .
The average degree of Internet's scale-free topology
In the following, we theoretically study and numerically analyse the average degree of the Internet topology with the power-law behavior. For homogeneous networks, the node degrees of almost all the nodes are obviously about equal to the average degree of the network, and there is hardly any node being far beyond the average degree. For instance, almost all the node degrees of the Erdös-Ré nyi (ER) random graph with the Poisson distribution, being equal to the average degree, are p(n-1), where p is the connectivity probability. The node degrees of all nodes in the Watts and Strogatz (WS) small-world network are also close to the average degree [9] . The node degrees of most of the nodes are small in diverse networks, but only a few of the nodes have high degrees (hubs). The average degree of the BA scale-free network is 2m 0 , where m 0 is the number of the potential links in the BA scale-free model [10] . The number of the low-degree nodes in the BA networks is more than those of the high-degree ones.
For real finite Internet, there are the minimum degree k min and the maximum degree k max , and 7 so the calculation formula of the average degree <k> of the Internet topology with the power-law behavior can also express by
Using equation (3) and equation (4), we can calculate the value of the average degree of the Internet as follows:
. (5) Thus the average degree <k> is a function of the topology parameters: the exponent λ, the minimum degree k min and the maximum degree k max satisfying the power-law distribution.
Fig .1 shows the joint impact of the exponent, the minimum degree and the maximum degree on the average degree of Internet's scale-free topology. We see a straightforward dependency: the average degree is larger for smaller power-law exponent λ and larger k min value and k max value. In summary, the topological parameters, such as the power-law exponent, the minimum degree and the maximum degree, influence the average degree of Internet's scale-free topology. The average degree is larger for smaller exponent, larger minimum and maximum degree, and the impacts of the smaller exponent and maximum degree and larger minimum degree are larger. Comparing with the near model: <k>= (λ-1)/(λ-2)k min (equation (11) in Ref. [39] ), we find that our model (equation (5)) is more adaptable to a calculation of the average degree of the real finite Internet and 9 other real finite complex networks.
The ratios of the k min -degree nodes and the k max -degree ones
In this section, we discuss the ratios of the k min -degree nodes and the k max -degree ones of Internet's scale-free topology. For BA scale-free networks, the number of the 1-degree nodes, the 2-degree ones and the 3-degree ones are 0, 0 and 40 percent of the number of all nodes in the network, respectively [10] . Based on the theoretical analysis, the results show that the number of the 1-degree nodes is more than or equal to 61 percent of the number of all nodes in a scale-free network [44] . In addition, the empirical analysis shows the number of the 1-degree nodes, 2-degree ones and 3-degree ones are 26, 38 and 14 percent of all nodes of the AS-level Internet topology, respectively [29] .
In real finite scale-free Internet, let n k , p(k) and N mark the number of the degree-k nodes, the likelihood of the degree-k nodes and the number of all nodes satisfying the power-law distribution, respectively, giving
Supposing that 0 m in
Using equation (3) and equation (7), and then we obtain
Equation (8) yields
Let r kmin = m in k n /N, we hold the ratio r kmin of the k min -degree nodes of Internet's scale-free topology as follows
In a similar way, we gain also the ratio r kmax of the k max -degree nodes, namely
10 Thus the ratios of the k min -degree nodes and the k max -degree ones are both as the functions of the topological parameters: the power-law exponent λ, the minimum degree k min and the maximum degree k max of Internet's scale-free topology. Fig.2 shows the joint impact of the power-law exponent λ, the minimum degree k min and the maximum degree k max on the ratio r kmin of the k min -degree nodes. We see a straightforward dependency: the value of r kmin is larger for larger λ value and smaller k max value, and the value of r kmin is larger for smaller k min value for the low-value k min and the value of r kmin is larger for larger k min value for the large-value k min . 3 shows the joint impact of the power-law exponent λ, the minimum degree k min and the maximum degree k max on the ratio r kmax of the k max -degree nodes. We see a straightforward dependency: the value of r kmax is larger for smaller λ value and k max value and larger k min value. The exponents of the power-law decays are equal to ones of the matching power-law degree distributions, if k min =1. They reduce with the increase of k min values. For instance, the exponents of the power-law decays of the ratios for the networks with λ=2.25 and large-value k max are 2.25. 13 To sum up, the topological parameters influence the ratio r kmin of the k min -degree nodes and the ratio r kmax of the k max -degree ones of Internet's scale-free topology. The value of r kmin is larger for larger λ value, smaller k max value and smaller k min value for the networks with low-value k min , but the value of r kmin is larger for larger k min value for the networks with large-value k min . The value of r kmax is larger for smaller λ value and k max value, and larger k min value. For real finite Internet with k min <<k max <<∞, we find the networks have two power laws: (1) , λ is the exponent of the power-law degree distribution.
The fraction of the degrees in the hands of the richest of the nodes
In this section, we study the fraction of the degrees (or links) in the hands of the richest of the nodes based on the model of Internet's scale-free topology. In real scale-free networks, the degrees of a few nodes are high, and the degrees of most of the nodes are low. For example, the top 20% of web sites obtain about 70% of all web sites, and the largest 10% of US cites house about 60% of the country's total population [39] .
For real finite AS-level Internet topology [48] , let us set n >k be the number of the nodes. The degree has a value greater than or equal to k. Then let us set d >k be the number of the total degrees in the hands of those nodes, giving
Let R nodes be the ratio of n >k to the number N of the nodes excluding those with values below k min and above k max . Then let R degrees be the ratio of d >k to the number of total degrees in the hands of N nodes, we have
Using equation (3), equation (14) and equation (15), thus leading to
14
The equations (16) and (17) characterize the relation of the fraction R nodes of the richest nodes with the fraction R degrees of the total degrees in the hands of the richest ones. Fig.4 shows the form of the curve of R degrees against R nodes for various values of the power-law exponent λ, the minimum degree k min and the maximum degree k max . We see a straightforward dependency: the value of R degrees is larger for larger R nodes value regardless of the value of λ, k min and k max , and R degrees has a first rapid increase and a tail-long slow increase with the increase of R nodes value. Views Collectors which place in several different locations all over the world around Internet [26] .
In this paper, the data sources, being available from Ref. [49] , apply to build the AS-level Internet topology. The data sources consist of the eight sets of data: AS1, AS2, AS3, AS4, AS5, AS6, AS7
and AS8.
After analyzing these data sources, we find there are some looping back links and some overlapping backward links. Firstly, we remove the looping and overlapping back links in the eight sets of data, and obtain an undirected and unweighted graph of Internet topology at the AS level. Secondly, based on maximum likelihood estimate [42] [ 43] , we hold the theoretical values of the basic metrics of the Internet topology with the power-law behavior: the power-law exponent λ, the min- 16 imum degree k min , the maximum degree k max . The metrics are given in the Tab.1. The number of the nodes: n, the number of the links: m, the minimum degree: k min0 , the maximum degree k max0 and the average degree: <k 0 > are some basic metrics of the graph after the first step. 
The results and analysis
In the following, we calculate and analyse the values of <k>, r kmin , r kmax and the fraction of R degrees of the degrees in the hands of the richest of the fraction R nodes of the nodes in the empirical data as mentioned above.
Firstly, we calculate the theoretical values of the average degrees <k> of the empirical data by our method (equation (5)) and Newman method (equation (11) Secondly, we calculate the theoretical values of the ratios r kmin of the k min -degree nodes of the empirical data by our method (equation (10)) and XPP method (equation (15) in Ref. [44] ). We compare the theoretical values and the real values of the ratios r kmin of the k min -degree nodes of the empirical data. The values of the ratios r kmin of the k min -degree nodes and the errors of these three methods plot in Fig.6 .
In the empirical data, the values of the minimum degree of the eight empirical data are all equal to 1 (see Tab.1). In other words, r kmin are just the ratios of the leaf nodes (1-degree nodes) of the AS-level Internet topology. In addition, we analyse also the ratios of the low-degree nodes in the empirical data. The results show the ratios of the 1-degree, 2-degree and 3-degree nodes of the empirical data are 34.6%±2.4%, 40.6%±2.4% and 11%, respectively. We renormalize the ratio of the Fig .6a shows the theoretical values, based on our method and XPP method, of the ratios of the k min -degree (1-degree) nodes of the empirical data are 68.5%±0.3% and 60.8%. The renormalized value of the empirical data is 66.6%±1.0%. The joint impact of the exponent λ, the minimum degree k min and the maximum degree k max on the ratio of the k min -degree nodes considers, so our method is more concrete. But our method is effective, and the error is 2.8%±1.8%, and it is less than 8.7%±1.3% of XPP method (see Fig.6b ). Fig.7 shows the theoretical values of the ratios of the k max -degree nodes of AS1, AS2, …, AS8 is 4.61±2.60×10 -8 . The ratio is less than the real value of the ratio, being 1.02±0.28×10 -4 , of the k max -degree nodes of the empirical data. Finally, we calculate the theoretical values of the fraction R degrees of the degrees in the hands of top 20% and 27% of all nodes of the empirical data by our method (equation (16) and (17)) and
Newman method (equation (29) in Ref. [39] Fig.8a ). The errors of our method and Newman method are 1.7%±0.9% and 5.6%±1.3%, respectively (see Fig.8b ). Newman method is perfect, and neglects the joint impact of the minimum degree and the maximum degree on the fraction R degrees . Our method is suitable for analyzing the real finite Internet's scale-free topology. Further onwards, we reveal the '73/27 rule' of the AS-level
Internet topology, this is, the top 27% best-connected nodes hold about 73% degrees of all nodes satisfying power-law behavior. The theoretical and empirical results show the values of R degrees in the hands of 27% nodes by our method, Newman method and the empirical data is 71.7%±1.3%, 77.1%±0.7% and 73.1%±0.5%, respectively (see Fig.8c ). The error of our method is 1.8%±1.5%, which is fewer than 5.5%±1.2% of Newman method (see Fig.8d ). 
Conclusions
We studied firstly the mathematic model of Internet's scale-free topology. Secondly, we discussed the average degree <k>, and the ratios r kmin and r kmax of the k min -degree nodes and the k max -degree nodes. Thirdly, we discussed the fractions R degrees of the degrees in the hands of the top R nodes best-connected (richest) nodes based on our model. We compared the theoretical and empirical results based on the eight sets of the empirical data extracted from the data source of the AS-level Internet topology: BGP.
We further obtained the calculation formulas of the average degree <k>, the ratios of r kmin , r kmax of Internet's scale-free topology. We observed many traightforward dependencies: the value of <k> is larger for smaller exponent λ and larger values of the minimum degree k min , and of the maximum degree k max . The value of r kmin is larger for larger λ value and smaller k min value and k max value. The value of r kmax is larger for smaller λ value and k max value and larger k min value. In addition, we found three new power laws: the increase rate of <k> has the power-law decay with the increase of the k min value. The value of r kmin has the power-law decay with the increase of the k min value. The value of r kmax has the power-law decay with the increase of the k max value. We presented a function relation of R degrees and R nodes and proved theoretically the phenomenon of most of the wealth (degrees or links) in the hands of the few richest people (hubs). We further revealed the '73/27 rule' of Internet's scale-free topology.
We calculated and analysed the theoretical and empirical values of <k>, r kmin , r kmax and R degrees (if R nodes =20% or 27%) of the eight sets of the empirical data (BGP) of the AS-level Internet topology. The results show that our methods are rigorous and effective.
Our results and analysis will improve the scalable routing, search and navigation in the scale-free AS-level Internet, and be fit for other complex networks, such as router-level Internet,
WWW, E-mail networks, P2P networks, cellphone networks, neural networks, and so on.
